IMPLEMENTATION AND INVESTIGATION OF DNS VULNERABILITIES AND EXPLOITS

Introduction

The loT concept is slowly becoming a reality, with tens of
billions of connected devices and increasing [1, p. v], as well as
26 billion expected by 2020 [2, p. 114] and 7 billion devices
connected over cellular networks expected by 2025. [3, p. 35]
As a result, cybersecurity poses a much greater risk. [4, p. 156]
[5, p. 153]

DNS attacks in particular are increasingly prevalent, reaching a
very large number of organisations in the past years. [6, p. 1]
[7, p. 17] Furthermore, it may also target end-user devices due
to most users being unfamiliar with DNS and DNS settings. [8,
p. 2] Finally, the large DDoS attack on the Dyn DNS service
provider [9, p. 5] proved to be fatal to hundreds of services
such as Netflix and Twitter, making use of up to 100,000
devices.

As such, it can be asserted that DNS is a vital component of
the Internet’s infrastructure. This project will detail the
investigation and implementation of DNS vulnerabilities
and/or exploits.

Aim and Objectives

The aim of this project is to investigate and implement various
DNS vulnerabilities and/or exploits. Its objectives are to:

* Research DNS design, operation, and vulnerabilities
Design a live-network simulation and implement
vulnerabilities in the simulated environment
Evaluate results
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Literature review

DNS can be both understood as a hierarchical, redundant and
distributed database [10, p. 1] and as an application protocol
used for exchanging domain name information between DNS
servers and clients. It helps users abstract from a host’s IP
address by binding it to a host-name and/or domain-name.
[11, p. 1]

There exist various types of DNS exploits, such as:
DNS poisoning
Domain typosquatting
Name server typosquatting
Name server bitsquatting
DNS spoofing
Zone poisoning
DNS domain hi-jacking
and others
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Methodology: Design and Experiment

The methodology is to implement exploits using ready-made
programs and/or code, with the help of VM software for
simulating a real network, DNS server/client software,
penetration testing distributions and/or other independently
acquired tools/exploits.

Additionally, an originally-written implementation of an
exploit and/or a wrapper for multiple exploit implementations
is to be implemented.

Outcomes and deliverables

A thoroughly written research of DNS vulnerabilities is to be
provided.

Furthermore, one or some of the following is to be achieved:

* Originally hand-written implementation of exploit
*  Wrapper for multiple already-existing code implementations
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